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Executive Summary

There are obvious ways cybersecurity impacts business. For example, when a massive 
cyberattack happens, business can stop suddenly, like an emergency break derailing a train 
running at full speed. 

Beyond this off-the-rails scenario, the work of the cybersecurity team also impacts  
day-to-day business efficiency, speed of service delivery, costs, employee productivity, user 
experience, and sales. While these impacts aren’t as dramatic as the train accident analogy, 
they can slow down business and take it off course in ways that make it hard to recover. 

The importance of alignment between cybersecurity  
and business enablement 
As organizations continue to navigate a complex IT landscape and uncertain economic 
climate, alignment between cybersecurity and business is essential for success. 
Cybersecurity teams are increasingly told they shouldn’t be working in a silo, focused only 
on protecting technology. They hear they can’t be the “department of no”  
and instead must become “business enablers.”

However, many aren’t sure how to make those buzzwords a reality. Most cybersecurity 
leaders have technical training and have come up through the ranks of technical 
departments. They may have worked in a silo for most of their career. Shifting mindset to 
enable a new way of working isn’t accomplished overnight. Getting an accurate, shared 
understanding of where our industry is today is the first step.

Within this context, we surveyed over 2,000 cybersecurity decision-makers in 22 countries,  
working in enterprises with over 500 employees, to understand the current state of business 
enablement. More precisely, we wanted to identify, with data, the kinds of attributes 
that have a meaningful impact on business enablement, including alignment, skills, and 
organizational structures. 

What we’ve learned is fascinating and troubling 
The results indicate that the cybersecurity industry has a long way to go to become 
effective business enablers. The data reveals a lack of alignment among teams as well 
as within teams, which has the potential to negatively impact both security posture and 
achievement of business goals. 

In fact, 89% of respondents say their business  suffered at least one negative impact in 
the past year due to lack of cybersecurity and business alignment.

Much of the problem lies in an enterprise’s inability to align goals and metrics effectively. 
And a very large part of that challenge lies squarely in organizations’ struggle to achieve 
common agreement across a wide range of expectations.

In this report, you’ll get a picture of the current situation and understand some of the drivers 
that determine not just cybersecurity posture but also business success. 

89%



WHITEPAPER 
The Impact of Business Alignment on Cybersecurity Effectiveness

3

Key Finding 1 
When cyber leaders feel insecure, it’s tough to focus on anything else
We begin here to understand the context in which cybersecurity leaders operate.

Only 40% of decision-makers surveyed say they’re ready to take on the cybersecurity fight. In fact, most security leaders say 
they’re simply running to keep up, treading water, or in the doldrums. These percentages are virtually unchanged from last year. 

Interestingly, people within teams disagree about the current state of their company’s security posture. Those in more  
senior roles are more positive about the current security posture than are those with day-to-day responsibility for IT and 
security management. 

In the doldrums – we need to re-invigorate the 
importance of cybersecurity across the organization

Running to keep up – we have a great approach, but we’re 
lacking the resources / budget to truly deliver on our strategy

The fight is on – we’re adapting and evolving to 
keep pace with the threat landscape

20%

13%

12%

28%

27%

21%

40%

41%

Treading water – we’re not implementing 
anything new, just keeping the lights on

2022

2023

Figure 1  |  Which of the following best describes your overall security strategy right now?

Figure 2  |  Which of the following best describes your overall security strategy right now? 

CEO CISO/CIO/CSO IT or Security 
Director

IT or Security 
Manager

In the doldrums – we need to re-invigorate the  
importance of cybersecurity across the organization 39% 16% 16% 22%

Treading water – we’re not implementing anything  
new, just keeping the lights on 6% 7% 12% 15%

Running to keep up – we have a great approach,  
but we’re lacking the resources/budget to truly  
deliver on our strategy

17% 21% 28% 31%

The fight is on – we’re adapting and evolving to keep  
pace with the threat landscape 38% 56% 44% 32%
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Extremely aligned

Somewhat aligned or not very aligned

Not aligned at all

47%

52%

1%

        Changing mindset 
When you consider the question of “business enablement” in this context, you can see why it could be difficult for a 
cybersecurity leader to expand their remit beyond security fundamentals. Many are consumed with the day-to-day struggle of 
protecting the organization  and reactively fighting fires as they occur. Unfortunately, this lack of security confidence means 
that many cybersecurity leaders may not have the capacity to focus on business goals as well. 

The real devil with this situation is the opportunity cost. The pressure to get to a baseline level of security “crowds out” the 
energy and resources needed to pursue business goals that aren’t traditionally the responsibility of the security team. 

For a CISO stuck in the doldrums or running to keep up, the advice to focus on business goals may seem to run counter to their 
view of the world. But, as you’ll see in this report, shifting focus to incorporate business goals can actually have a positive 
impact on security goals as well.

Key Finding 2
Cybersecurity decision-makers say business goals are important  
but admit they aren’t achieving them

Cyber leaders admit to poor alignment between security and business goals
Overall, less than half (47%) of decision-makers feel their cybersecurity goals are extremely aligned with business goals. 

Interestingly, virtually all organizations that are confident in their security posture – the ones that say, “the fight is on!”  
— also say they’re either extremely or somewhat aligned with business goals. They’re much more likely to be aligned than  
their counterparts who are simply treading water or running to keep up with security needs. 

At the other end of the spectrum, those with the least confidence in their security posture also believe they’re aligned with 
the business. This may be a case of companies overestimating their security/business alignment or underestimating their 
cybersecurity posture.

Figure 3  |  How well do you feel your cybersecurity goals align with the broader business goals?
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The highest levels of an organization don’t understand the business-security connection
The cybersecurity function isn’t yet recognized as a business enabler by the highest levels of the organization. While half of 
respondents (53%) say cybersecurity is understood within their board and executive leadership, they believe these business 
leaders don’t view the security function as a business enabler. This number hasn’t budged much in the past year.

It’s a painful story, but indicative of how misaligned cybersecurity and business goals are within the enterprise .

Figure 4  |  How well do you feel your cybersecurity goals align with the broader business goals?

Extremely 
aligned

Somewhat 
aligned

Not very  
aligned

Not aligned  
at all Unsure

In the doldrums – we need to re-invigorate the 
importance of cybersecurity across the organization 59% 36% 4% 1% 1%

Treading water – we’re not implementing anything new, 
just keeping the lights on 29% 56% 13% 2% 0%

Running to keep up – we have a great approach,  
but we’re lacking the resources/budget to truly deliver  
on our strategy

31% 60% 7% 2% 0%

The fight is on – we’re adapting and evolving to keep  
pace with the threat landscape 56% 43% 1% 0% 0%

Extremely 
aligned

Somewhat 
aligned

Not very 
aligned

Not aligned 
at all Unsure

A. In the doldrums – we need to re-invigorate 
the importance of cybersecurity across the 
organization

59% 36% 4% 1% 1%

B. Treading water – we’re not implementing 
anything new, just keeping the lights on 29% 56% 13% 2% 0%

C. Running to keep up – we have a great 
approach, but we’re lacking the resources/
budget to truly deliver on our strategy

31% 60% 7% 2% 0%

D. The fight is on – we’re adapting and evolving 
to keep pace with the threat landscape 56% 43% 1% 0% 0%

There isn’t a clear understanding of cybersecurity  

The importance of cybersecurity is understood, but 
only in terms of the compliance / regulatory demands   

It’s well understood and viewed as an 
enabler for better business operations 38%

31%

36%

19%

17%

39%

10%

8%

It’s understood but not a business priority  

2022

2023

Figure 5  |  Which of the following statements best describes the board / C-suite’s understanding of cybersecurity 
across your organization?
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Cyber leaders don’t think they’re effective at achieving their highest priorities
It turns out that while the primary objective for most security decision-makers is a technical one — ensuring critical 
systems are protected and available — approximately half also believe that business objectives such as increasing 
efficiency, reducing costs, supporting innovation, and supporting sales are also important for their teams to achieve.

However, less than half believe they’re very effective at achieving their priority objectives, including both technical 
objectives and business objectives.   

Similarly, companies that are most confident in their security posture are more likely to be very effective at meeting business 
goals. Again, the least confident security teams say  they’re effective, as shown in the chart below.

 Ensuring critical systems are always 
available, with no downtime

 Increasing internal efficiency by reducing costs

Supporting innovation, such as 
new product development efforts

Supporting business 
development and sales efforts

49%

44%

53%

42%

52%

61%

42%

44%

51%

49%

 Increasing internal efficiency by saving time

Very effective

Very important

Figure 6  |  How important are the following objectives to your cybersecurity team?   
How effective do you think your cybersecurity team is at achieving those objectives? 
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Ensuring critical 
systems are 
always available, 
with no 
downtime

Supporting 
business 
development 
and sales efforts

Increasing 
internal 
efficiency by 
saving time

Supporting 
innovation, such 
as new product 
development efforts

Increasing 
internal 
efficiency by 
reducing costs

In the doldrums – we need to re-invigorate 
the importance of cybersecurity across 
the organization

62% 60% 65% 58% 61%

Treading water – we’re not implementing 
anything new, just keeping the lights on 51% 49% 44% 40% 43%

Running to keep up – we have a great 
approach, but we’re lacking the resources/
budget to truly deliver on our strategy

53% 48% 42% 40% 48%

The fight is on – we’re adapting and 
evolving to keep pace with the threat 
landscape

62% 53% 55% 55% 48%

Figure 7  |  How effective do you think your cybersecurity team is at achieving those objectives?

        Changing mindset
There could be several reasons for this lack of alignment. Some of the possible reasons are:

Misalignment of security objectives with business goals: Security leaders may focus too much on mitigating risks 
and protecting assets, without understanding the broader business objectives.   

Lack of communication and collaboration: Security leaders may not effectively communicate their goals and 
objectives to other business units or stakeholders or may not collaborate with them to develop security strategies that 
support business objectives. This can result in security measures being seen as impediments to business objectives 
rather than as enablers.

Insufficient resources: Security leaders may not have adequate resources, such as budget, personnel, or technology, 
to implement security measures that meet business objectives. This can result in security measures that are 
inadequate or ineffective, or that impose undue burdens on other business units.

Inadequate metrics: Security leaders may not have the appropriate metrics to measure the effectiveness of their 
security measures in meeting business objectives. This can lead to a perception that security measures aren’t 
effective, even if they are.

Lack of understanding of business objectives: Security leaders may not have a clear understanding of the business 
objectives, priorities, and challenges of the organization. This can result in security measures that don’t account for 
the specific needs of the business.

We’ll dig into each of these potential reasons throughout the remainder of the report.

1

2

3

4

5
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Key Finding 3
Misalignment has a negative impact on both business and security goals
A successful cyberattack can result in data breaches, system downtime, financial losses, and damage to a company’s 
reputation, which can all undermine a company’s business goals. The research findings back up this assertion.

Negative impacts run the gamut 
Close to nine out of 10 organizations have suffered at least one negative impact in the past year due to the lack of 
cybersecurity and business alignment .

Why now? The current economic climate is partly to blame  
Eighty-eight percent have experienced change due to economic uncertainty. Many of these changes represent negative 
impacts on security, such as a slowdown in the roadmap and investment in technology, as well as lack of resources, as 
shown in the chart below.

Delayed cybersecurity investment decisions

Delayed strategic cybersecurity decisions 

Stress on cybersecurity team 

Lack of budget allocated for our cybersecurity program

Unnecessary increase in spending in 
order to reach our cybersecurity goals

Increase in successful cyberattacks on our company

Replacement of CISO / cybersecurity leadership member

We haven’t had any negative consequences

35%

34%

31%

28%

27%

26%

21%

11%

Figure 8  |  What, if any, negative consequences have you experienced due to misalignment of cybersecurity 
and business goals? (Select up to three.) 
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Made alignment of cybersecurity and 
broader business goals harder to achieve

Made alignment of cybersecurity and 
broader business goals easier to achieve

Had no impact on alignment of 
cybersecurity and broader business goals

48%

37%

15%

Increase in cybersecurity work having to be  
outsourced to third parties 

Loss of speed in cybersecurity roadmap, 
investment, or rollout plan

Reduction in number of new hires

Existing cybersecurity tools being overworked

Reduction in cybersecurity tools 
(e.g.,  licenses not being renewed)

Increased number of layoffs

We haven’t made any changes 
because of economic uncertainty

40%

39%

36%

35%

32%

25%

12%

In an environment of change, alignment can be challenging. Approximately half of the respondents agree that economic 
uncertainty has made cybersecurity and business alignment more difficult to achieve .

       Changing mindset  
With stakes like these, the real question about security and 
business alignment isn’t “How can we afford to?” but “How 
can we afford not to?”

By incorporating cybersecurity as part of a company’s overall 
business strategy, you can develop a proactive approach to 
security that can reduce the risk of cyberattacks and help 
safeguard critical business operations.   

Key Resource: 

Read the Global Survey of 
Cybersecurity Leaders: 
Benchmarking Security Gaps 
& Privileged Access. 

Figure 9  |  How has recent economic uncertainty impacted your cybersecurity team over the past 6 months?  

Figure 10  |  How has recent economic uncertainty affected alignment of cybersecurity goals and broader business goals?

https://delinea.com/resources/benchmarking-security-gaps-and-privileged-access
https://delinea.com/resources/benchmarking-security-gaps-and-privileged-access
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Key Finding 4
Mismatched metrics reflect lack of cybersecurity and business alignment
As the saying goes, if you want to manage something, you need to measure it. To attain business enablement goals, team 
objectives and individual MBOs (Management by Objectives) or OKRs ( Objective and Key Results) must be tied together and 
tracked on an ongoing basis. 

Unfortunately, with some exceptions, that doesn’t appear to be the case. What leaders may want to be doing versus what 
they’re actually measuring and reporting aren’t the same thing.

The difference between technical and business metrics
The data shows that the performance of cybersecurity programs is still primarily judged based on technical or activity-based 
metrics, such as the number of prevented or contained attacks, rather than business-oriented metrics such as economic 
value, user experience, insurance costs, or impact on other teams.    

Number of prevented or contained attacks 

Meeting compliance and auditing objectives

Reduced cost of a successful cyberattack

Successful deployment (on time, on budget)

The economic value (overall ROI)
related to cybersecurity strategy

Time savings for the IT team

Improved experience for business users

Progress against risk-based scores

Reduced costs of cyber insurance 

Enabling us to qualify for cyber insurance

Reduction in help desk tickets 

We don’t measure the impact 

31%

29%

29%

29%

28%

28%

24%

22%

19%

19%

17%

<1%

Figure 11  |  Which of the following are the most important when measuring the success of your cybersecurity programs? 
(Select up to three.) 
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That said, overall ROI/economic value is more important to smaller companies with fewer employees.

It’s not surprising that leaders with broad organizational responsibility, such as CEOs/Owners, are more concerned with 
measuring user experience and reducing friction than CISOs are. It’s interesting to note, however, that Director levels/
Departmental leaders also emphasize business metrics such as economic value/ROI. 

Figure 12  |	 Which of the following are the most important when measuring the success of your cybersecurity 
programs? (Select up to three.)

Figure 13  |	 Which of the following are the most important when measuring the success of your cybersecurity 
programs? (Select up to three.)

1st 2nd 3rd

500-999 employees The economic value (overall ROI, 29%) Number of prevented attacks / Reduced cost / Time savings (all 28%)

1000-4999 employees
Number of prevented / contained 
attacks (32%)

Successful deployment / Time savings for IT team (both 31%)

5000+ employees
Number of prevented, contained attacks / Meeting compliance & auditing 
objectives (both 31%)

Reduced cost of successful 
cyberattacks (30%)

1st 2nd 3rd

CEO / Business 
Owner

Improved experience for business 
users (31%)

Successful deployment (on time,  
on budget, 30%)

Meeting compliance and auditing 
objectives (29%)

CIO / CSO  
/ CISO

Number of prevented / contained 
attacks (32%)

Successful deployment (on time,  
on budget, 31%)

The economic value / Reduced cost / 
Meeting compliance objectives  
(all 28%)

Head of IT 
Department

The economic value (overall ROI, 34%)
Number of prevented / contained 
attacks (32%)

Reduced cost / Meeting compliance 
objectives (both 30%)

IT Director The economic value (overall ROI, 32%) Number of prevented / contained attacks / Time savings for IT teams (both 30%)

IT Manager Number of prevented / contained 
attacks (33%)

Reduced cost / Meeting compliance objectives / Successful deployment (all 30%)

Security 
Manager

Reduced cost of successful 
cyberattacks (36%)

Successful deployment (on time,  
on budget, 29%)

Meeting compliance and auditing 
objectives (27%)
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       Changing mindset
Cybersecurity teams often focus on technical metrics 
because they provide data that can be used to assess the 
security posture of an organization. Technical metrics such 
as the number of vulnerabilities detected and patched, the 
time taken to detect and respond to security incidents, and 
the percentage of systems with updated security software 
provide insight into the effectiveness of security controls 
and allow teams to identify areas for improvement.

However, while technical metrics are important, they’re 
not the only factors that determine the success of a 
cybersecurity program. Cybersecurity is ultimately about 
serving business goals — strategic outcomes that are 
made possible by effective security. 

Cybersecurity leaders can improve alignment by 
establishing clear and measurable business goals that 
are tied to their organization’s strategic objectives. This 
could involve identifying the most critical assets for the 
business, the potential impact to the business if those 
assets were attacked, and how effective security controls 
improve the availability, confidentiality, and integrity of 
those assets.  For example, when service is down, financial 
and operational cost is clear. Cybersecurity results can be 
measured by the cost of doing nothing versus the cost of 
doing something.

Cybersecurity teams could also work to improve their 
communication and collaboration with other parts of 
the organization, such as risk management, compliance, 
and business operations. By working closely with these 
stakeholders, cybersecurity teams can gain a better 
understanding of the business context and priorities and 
align their activities accordingly.

Finally, cybersecurity teams could consider adopting a 
more risk-based approach to security, where technical 
metrics are used in conjunction with business outcomes to 
inform decision-making. This would involve identifying the 
most significant risks to the business and then focusing 
resources on mitigating those risks rather than just 
pursuing technical metrics for their own sake.

To measure cybersecurity against business goals, consider 
the following: 

Risk management metrics: To measure how 
effective a company is at identifying and mitigating 
cybersecurity risks, including the frequency of 
incidents and response times.

Compliance metrics: To track how well a company 
is meeting regulatory and industry compliance 
standards for cybersecurity.

Business continuity metrics: To measure the 
ability of a company to maintain business operations 
during a cybersecurity incident, including the 
duration of downtime and the recovery time.

Cost metrics: To track the cost of implementing  
and maintaining cybersecurity measures relative  
to the overall budget.  

Productivity metrics: To measure how quickly 
a new employee or vendor can be onboarded, 
provided necessary resources and access to  
do their job.

By using these types of metrics, you can assess the 
effectiveness of your cybersecurity strategy in enabling the  
organization to achieve business goals and make informed 
decisions about investments in cybersecurity resources.

 

Key Resources: 
•  Cyber insurance checklist: answer 

the questions cyber insurance 
providers are sure to ask

•  Align to regulatory frameworks 
and compliance requirements 

1

2

3

4

5

https://delinea.com/resources/cyber-insurance-checklist
https://delinea.com/solutions/security-compliance-audit
https://delinea.com/solutions/security-compliance-audit
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Key Finding 5
Without structural changes, signs point to a difficult road ahead  
for cybersecurity and business alignment
To make business and cybersecurity alignment happen, it’s essential to consider organizational structure.  
So that’s where we’ll turn next.

Talking the talk vs. walking the walk
The good news is that cross-functional conversations are happening in the enterprise. Most cybersecurity teams  
meet regularly with their business counterparts at high levels or even have embedded security team members within 
business functions.   

However, less than half of organizations are documenting policies and procedures to help them align. 

Respondents that rate themselves as “very aligned” are most likely to say that:

•	 Business and cybersecurity teams meet regularly to make decisions and assess progress (68%)

•	 We have embedded cybersecurity team members within different business functions (61%)

•	 Our board and executive teams make these decisions at a high level (56%)

Business and cybersecurity teams meet 
regularly to make decisions and assess progress

We have embedded cybersecurity team 
members within different business functions 

We have a documented process for alignment 

Our board and executive teams make 
these decisions at a high level

Alignment happens ad-hoc, when needed

Other

We don’t make an intentional effort to align 
cybersecurity and business goals

62%

54%

48%

47%

33%

<1%

1%

Figure 14  |  How is your organization ensuring cybersecurity goals are aligned with the broader business goals?  
(Select all that apply.) 
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Reporting structure may hurt rather than help business enablement
Over one-third (34%) of respondents believe the right person for a CISO to report to is the CIO. And in fact, in most 
organizations, that is who they are reporting to.

It’s interesting to note that reporting preferences vary based on job title. For example, CEOs are more likely to prefer CISOs 
to report to them, while IT Directors are more likely to say CISOs should report to their boss – the CIO.

Chief Information Officer

Chief Operating Officer

Chief Technical Officer

Chief Risk Officer

Chief Financial Officer

Other

32%

28%

27%

16%

16%

34%

16%

5%

3%

15%

5%

3%

<1%

<1%

Chief Executive Officer

Currently reporting to

Believe should report to

Figure 15  |  Who do you believe the CISO or the most senior cybersecurity leader should report to, in order to best 
align cybersecurity with the overall goals of the business?  
Currently, who does the CISO or the most senior cybersecurity leader report to in your organization? 
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 Technical expertise

 Understanding compliance and 
regulatory requirements 

 Communication (sharing 
information, explaining, educating)

 Collaboration (aligning, 
working together with others)

 Managing stressful situations

 Understanding legal requirements

 Ability to make a successful 
business case to C-suite / boards 

 Managing people 

 Business acumen

Current skillsets reflect the need for more business focus among  
cybersecurity leaders
Overall, respondents believe that technical expertise is the most essential skill for a cybersecurity leader such as a CISO. 
They rank this skill much higher in importance than business-related skills such as communication, collaboration, making a 
business case, and business acumen.

As seen in the chart below, the skills respondents believe they most lack are the ability to manage or de-escalate 
stressful situations, followed by skills such as making a business case and communication. Without these skills, 
cybersecurity leaders will have a very difficult time aligning with their business counterparts.

Good to have

Not important

Essential

54%

53%

51%

45%

43%

44%

45%

48%

3%

4%

4%

6%

63% 34% 3%

59% 38% 3%

58% 40% 3%

57% 41% 3%

56% 40% 3%

Figure 16  |  How important are each of these skills for a CISO / cybersecurity leader? Select one per row
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1st 2nd 3rd

CEO / Business 
Owner

Managing stressful situations / Communication (sharing information,  
explaining, educating, both 38%)

Ability to effectively make a business 
case to C-suite / boards (36%)

CIO / CSO / 
CISO

Understanding of legal requirements / 
technical expertise (32%)

Managing stressful situations / Ability to effectively make a business case to C-suite / 
Communication / Understanding compliance & regulatory requirements ( all 31%)

Head of IT 
Department

Managing stressful situations (31%) Understanding of legal requirements / Communication / Managing people (all 29%)

IT Director Managing stressful situations (32%) Understanding of legal; requirements (31%)
Understanding compliance and 
regulatory requirements (30%)

IT Manager Ability to effectively make a business 
case to C-suite / boards (34%)

Reduced cost / Meeting compliance objectives / Successful deployment (all 30%)

Security 
Manager Managing people (37%) Business acumen (29%)

Ability to make a successful business 
case to C-suite, boards / Collaboration 
(both 28%)

Managing stressful situations

Managing people

Ability to effectively make a 
business case to C-suite / boards  

Business acumen

Understanding of legal requirements

Collaboration (aligning, 
working together with others)

Other

Communication (sharing information, 
explaining, educating)

Understanding compliance and 
regulatory requirements 

Technical expertise

32%

31%

27%

31%

27%

<1%

30%

30%

29%

28%

Figure 18  |	 Where do you think your own skill gaps are?

Figure 17  |  Where do you think your own skill gaps are? Select all that apply 
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Reactive training isn’t closing the skills gap
Hands-on experience and learning on the job are the most popular ways respondents improve their skills. It appears that 
people are saying, “we’ll deal with that problem when we have to.” That doesn’t bode well for building skills necessary for 
proactive, intentional business enablement.

That said, as it should by now have become clear, business enablement isn’t just a “skill” challenge. There may be a “will” 
challenge here as well.

       Changing mindset
To better align and fulfill the goal of “business enablement,” cybersecurity leaders should consider the following:

Running effective meetings

One might naturally think that the best way to drive alignment is to get everyone together in the first place. But meeting 
often doesn’t guarantee alignment. In fact, that kind of gathering might not even be necessary at all. Alignment is about 
getting teams to interact with one another in a very specific way irrespective of whether they actually meet.

At the end of the day, alignment can be synchronous or asynchronous. Co-located or disbursed. In-person or over a Zoom 
call. As long as it is helping teams understand each other, share goals, and collectively measure success.  

Developing skills

It’s quite likely that organizations won’t find the perfect blend of security and business skills in one person.  
To find the right mix, cybersecurity leaders will have to look beyond technical experts and bring in people with non-
traditional backgrounds to work with their teams. 

Hands-on experience / learning on the job

Online courses 

Instructor-led, professional training courses

Webinars

Learning from peers

None of the above

Third-party advisors

Whitepapers

56%

52%

51%

42%

41%

37%

22%

1%

Figure 19  |  How do you improve your own skills and educate yourself to align with business goals and improve overall 
business performance?
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Reconsidering reporting structure 

While having the CISO report into the CIO can have its benefits, there are also potential issues.

CON

•	 Conflict of interest: The CIO is responsible for 
delivering IT services and projects on time and within 
budget. This focus on delivery can sometimes conflict 
with the CISO’s responsibility for ensuring the security 
of IT systems. This conflict can lead to the CISO being 
pressured to prioritize the delivery of IT services over 
security.

•	 Lack of autonomy: It can limit the CISO’s autonomy 
and ability to operate independently. If the CIO 
isn’t supportive of the security function or doesn’t 
provide sufficient resources, the CISO may struggle to 
implement security controls effectively.

•	 Communication barriers: It can limit their ability 
to communicate with the CEO and the board to 
understand the organization’s security posture.

•	 Limited focus on security: It can reinforce the 
perception that security is a secondary concern, 
and may not receive the attention and resources it 
deserves.

•	 Compliance vs. risk management: The CIO’s focus 
on delivering IT services can sometimes lead to a 
compliance-focused approach to security, where the 
emphasis is on meeting regulatory requirements rather 
than managing security risks. 

PRO

•	 Alignment with IT strategy: The CISO and CIO work 
closely together to align the organization’s IT security 
strategy with its overall business strategy. This 
approach ensures that security is integrated into all 
aspects of IT, including developing and implementing 
new technologies, applications, and infrastructure.

•	 Clear accountability: By reporting to the CIO, the 
CISO has clear accountability for the security of the 
organization’s IT systems. This accountability helps 
ensure that security risks are identified, assessed and 
addressed promptly and effectively.

•	 Resource allocation: The CIO is responsible for 
allocating resources to IT projects, and by having 
the CISO report to the CIO, it ensures that security is 
considered in the allocation of resources. The CISO 
can help the CIO identify areas where additional 
resources are needed to strengthen the organization’s 
security posture.

•	 Better communication: The CISO and CIO have a 
better understanding of the challenges facing each 
other and can work together to address them. By 
reporting to the CIO, the CISO has better access 
to IT decision-makers and can communicate more 
effectively with them.

Overall, while having the CISO report to the CIO can be beneficial, addressing these potential issues is important to 
ensure security is given the attention it deserves and that the CISO can operate independently and provide an objective 
assessment of the organization’s security posture.

Should the CISO report to the CIO?
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Where to go from here
It’s crucial for cybersecurity to align with business goals because risks can directly impact a company’s ability to achieve its 
strategic objectives. The better aligned cybersecurity is with the business, the more resilient the business becomes, AND 
the more the business can thrive.

Making the shift from “Me” to “We”

Building effective security and business alignment requires a mix of skills. It demands shared metrics. But most of all, it 
requires broad, consistent application across an organization. Cybersecurity leaders must work closely with other functions 
to allocate adequate resources and make decisions.

Furthermore, as organizations climb the “Me to We” mountain, they’ll have to think very differently about how they view the 
purpose of cybersecurity. Rather than viewing the responsibility of the cybersecurity team purely in terms of protecting 
resources, they must expand their perspective to include strategic business goals. That perspective must come through in 
every assessment, every board report, and every communication the security team shares with the broader organization.  

Only then can organizations ensure cyber resilience and achieve sustainable business growth. 
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Methodology 
The survey gathered responses from 2007 people during March 2023.

It includes responses from the C-suite, departmental leadership, and management levels of organizations.  
Respondents came from 23 countries, across 22 industries, working at companies with 500 employees or more.

All participants said they took part in security decision-making as the ultimate decision-maker, part of a team,  
or as an influencer.

Results aren’t weighted.

10%
UK & Ireland

5%
Sweden

5%
Netherlands

5%
France

5%
Spain

5%
Singapore
& Malaysia

5%
India

10%
USA

5%
Turkey

5%
Poland

5%
Italy

5%
South Africa

5%
UAE & 

Saudia Arabia

5%
Taiwan & 
Hong Kong

5%
Australia
& New Zealand 5%

Brazil

5%
Canada

5%
Germany

Country: In which country do you live?
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Respondent demographics summary

Demographics	 Total respondents: 2007

Country of residence

Role type

Size of company

Business sector

Gender & age

66% of responders were  
male and 34% female

of respondents  
were aged between

25-44

12% 13%

20%

Retail / 
Wholesale trade Manufacturing

IT / Tech

34%66%

30% 37% 34%

75%

200 100 100 100 100 100 100

100100100200

100

100

101

104 101

100 100

IT/Tech Director / Head 
of Department Manager

# of employees 500-999 1000-4999 5000+

% of respondents 35% 40% 26%
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IT

Manufacturing and distribution

Retail / wholesale trade

Accounting and finance

Education

Government / public sector

Healthcare

Electrical / electronic engineering

Energy / utilities / oil and gas

Automotive and aviation

Architecture

Heavy Engineering

Law or other professional services

Marketing

Agriculture

Hospitality / tourism

Pharmaceuticals

Property / real estate

Carpentry / electrical installations / plumbing

Sales

Fashion

Other

20%

10%

13%

6%

12%

5%

5%

4%

4%

3%

2%

2%

2%

2%

1%

1%

1%

1%

1%

1%

1%

4%

Job RoleOrganization size

CEO / Business Owner
500-999 people

CIO / CSO / CISO

1000-4999 people
Head of IT Department

5000+ people

IT Director

IT Manager

Security Manager

15%35%
15%

40% 18%

26%

19%

29%

5%

Industry: Which of these best describes your industry sector?

Organization Size & Job Role: How many people does the organization you work for employ? 
	 Which of the following best describes your job role?
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I am ultimately responsible for all cybersecurity 
decisions — the buck stops with me

I am ultimately responsible for some 
cybersecurity decisions (for my focus area, 

department, business unit, geo, etc.)

I have influence and weigh in, but I’m not 
the one making the ultimate decision

64%

28%

8%

IT

Executive Leadership

IT security

50%

29%

20%

Departments: Which of the following departments do you work within? 

Responsibility: To what extent are you responsible for making cybersecurity decisions at  
	 your organization?
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