
SOLUTION BRIEF
How GitGuardian and Delinea solve improper offboarding of NHIs at scale

Your Server Suite and Cloud Suite deployment does the hard part well: consolidating 
identities through Active Directory and enforcing the right amount of privilege on 
Linux and Windows servers. What has changed is everything around it. Modern multi-
factor authentication (MFA), cloud auditing, AI-driven session analysis and VPN-
less remote access are now the baseline that auditors and cyber insurers expect. 
Connecting your existing deployment to the Delinea Platform adds all of it without 
replacing the enforcement you already rely on.

The controls moved forward; your deployment can too.

Privileged access used to be about protecting the server. Now it is about proving 
who reached it, what they did and whether that action should have been allowed. 
That shift put new demands on MFA, auditing and remote access, and  moved those 
capabilities to the cloud, where they can improve continuously instead of waiting 
for the next maintenance window. Server Suite and Cloud Suite deliver strong 
enforcement, but the capabilities that surround them are built on the Delinea 
Platform. That is where the roadmap and the AI investment now live.

An upgrade, not a rip-and-replace

The agent is upgraded in place, not replaced. Your Server Suite deployment 
connects to the Delinea Platform in place through that upgrade, with no data 
migration and no parallel environment to stand up. Access Manager continues to 
configure roles and role assignments exactly as it does today. What changes is 
that MFA, auditing and session controls are managed on the platform instead of on 
infrastructure you maintain.

What changes for your team

The operational relief is immediate. Session recordings stop showing up in on-
premise SQL Server databases that your team has to rotate, back up and monitor. 
MFA controls are applied from one platform for server and vault access, rather than 
an add-on tied to a deprecated RADIUS dependency. Audit data from Server Suite, 
Secret Server and privileged remote access arrives in a single view, so a compliance 
request means one place to look instead of several.

Extensible MFA  
One MFA policy across vault 
access and server login. Native 
Okta, Duo and Ping support, 
with Entra ID coming.

Audit in the cloud
Session recordings stored in 
the cloud, with no on-premise 
databases to rotate or back up.

AI-driven audit
Delinea Iris AI summarizes each 
session in plain language and 
flags the risky moments so 
reviewers see what matters.

Privileged remote access
Browser-based, VPN-less 
access for vendors and remote 
admins, with native file transfer.

Platform vaulting
Secret Server technology 
for privileged accounts, with 
discovery and dependency-
aware password rotation.

Key capabilities

The Platform Advantage for 
Server Suite and Cloud Suite 
Identity security that delivers zero standing privilege at enterprise scale
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Delinea is the identity security platform that governs what humans, machines, and AI agents do once 

they have access. It enforces just-in-time authorization at the moment of action, not just when access 

is first granted, reducing reliance on standing privilege across on-premises, multi-cloud, and ephemeral 

infrastructure. Built on deep privileged access management expertise, the Delinea Platform continuously 

discovers identities, analyzes risk, and enforces least privilege, so every access decision is defensible. 

This gives organizations the visibility and control to adopt AI with confidence. Learn more at delinea.com.

How it works
The architecture is deliberately familiar. The Delinea Platform 
runs as a cloud service, and a Platform Connector sits inside 
your network. The connector communicates outbound over 
HTTPS 443 only, without inbound firewall rules open. When 
a user logs in or elevates privilege on a system protected by 
Server Suite, the MFA request routes from the server through 
the connector to the platform for evaluation, then back. Your 
servers keep enforcing privilege locally, exactly as they do today.

Two things stay where they are. Access Manager remains 
where you configure roles and role assignments so your 
existing policy work carries forward untouched.  What gets 
added is the ability to control MFA via platform policy. MFA 
policy is configured on the platform, and audit records are 

Server Suite on the Delinea Platform
The enforcement on your servers stays in place; the control later moves to the cloud

written to the cloud instead of  an on-premise SQL Server 
instance. This removes the database maintenance, rotation 
and backup burden from your team.

The platform itself is cloud-native, with contracted 99.995% 
uptime and zero-downtime upgrades, so new capabilities 
arrive in the background without a scheduled outage.

Where to start

The path for the Platform upgrade is available today for Server 
Suite deployments. Talk to your account team about which 
capabilities apply to your environment and what the upgrade 
could look like in your environment.

UPGRADE 
in place

https://delinea.com/

