
Your upgrade from Secret Server Cloud to Secret Server on the Delinea Platform is now available. You will primarily follow the steps 
laid out in the Platform Upgrade Center (click here for a short video overview) to complete your Secret Server upgrade. However, if 
you are using Active Directory, there are some prerequisite steps to complete to ensure your upgrade moves as quickly as possible. 

This guide outlines five key steps you will need to complete — in addition to the steps laid out by the Platform Upgrade Center —  
to prepare your AD-integrated environment for a smooth upgrade.

For the best experience, we recommend completing these steps before accessing 
the Platform Upgrade Center:

Check out this video to learn 
more about why it’s important 
to upgrade from Secret Server 
Cloud to Secret Server on the 
Delinea Platform.

To learn more about the Upgrade 
program, go to the Secret Server 
on the Delinea Platform Upgrade 
Program landing page. 

If you are looking for more 
resources, go to the Resources 
tab: From that tab, you can: sign 
up for Office Hours if you have 
questions and would like to 
speak with Delinea experts; learn 
how to open an Upgrade Program 
Support ticket; and more.  

Quick Start Guide: 
Secret Server Cloud Customers  
Using Active Directory

Prepare Windows Server VMs for  
AD Connector Installation 

•	 Help your customers solve their  
cybersecurity challenges with industry 
leading privileged access management 
solutions.

•	 Increase your revenue base – sell more 
solutions with significant margins,  
positioning your organisation to sell  
additional implementations and services.

•	 Delinea Partner Portal with on-demand 
training, sales and marketing resources.

Ensure the virtual machine(s) can access 
at least one domain controller per forest 

Configure firewall ACLs to allow outbound 
port 443 on the virtual machines to the 
Delinea Platform.  To make the process 
easier, we’ve included a firewall change 
control template here

Update Distributed Engines

•	 Ensure all Distributed Engines are running  
the latest version. This prevents disruption  
if automatic updates are disabled.

Want to explore more 
before getting started?

© Delinea

Delinea is a pioneer in securing human and machine identities through centralized authorization, seamlessly governing 

their interactions across the modern enterprise. Its AI-powered, cloud-native Identity Security Platform applies context 

and intelligence throughout the identity lifecycle – across cloud and traditional infrastructure, data, SaaS applications, 

and AI. The Delinea Platform uniquely discovers all identities – including workforce, IT administrator, developers, and 

machines – assigns appropriate access, detects irregularities, and responds to threats in real-time. Deploying in 

weeks, requiring 90% fewer resources than competitors, and a 99.995% uptime, Delinea is the most reliable identity 

security solution available. Discover more about Delinea on Delinea.com, LinkedIn, X, and YouTube.

Start your upgrade within the  
Platform Upgrade Center

•	 As you move through the Upgrade 
steps, the AD connector software will 
be installed on the virtual machines 
referenced above, so ensure appropriate 
access to the servers is obtained prior to 
starting the upgrade.

•	 Ensure that your account has the 
appropriate permissions in SSC to see the 
Platform Upgrade Center.

•	 To find the Platform Upgrade Center, 
navigate to ‘Settings’ in your Secret Server 
Cloud UI and open the Platform Upgrade 
Center: The Platform Upgrade Center will 
guide you through the steps to upgrade  
to Secret Server on the Delinea Platform 
at no cost.  

•	 NOTE: If you already have a Platform 
tenant, the Platform Upgrade Center  
will help you navigate through the 
remaining steps.  
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https://docs.delinea.com/online-help/architecture/platform/index.htm#DelineaADConnector
https://docs.delinea.com/online-help/delinea-platform/getting-started/firewall-requirements/index.htm#CustomerFirewallRequirements
https://delinea.com/hubfs/Delinea/misc/delinea-platform-firewall-requirements.pdf
https://delinea.com/
https://www.linkedin.com/company/delinea/posts/?feedView=all
https://x.com/delineainc
https://www.youtube.com/@Delinea
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https://docs.delinea.com/online-help/delinea-platform/secrets-integration/platform-integration-center.htm

